do forever { if(input ring nonempty) { obtain buffer handle for next packet; if (Ethernet destination address invalid) discard the packet; continue; } if (not an IP packet || not one of TCP,

UDP,or ICMPecho ) {

send packet to core component; continue; } if (packet originates from local computer) { if (destination is local) {

send packet to core component; continue; } Check NATtable for outgoing match;

} else /*packet originates from Internet */ { if (destination is not the NATsystem) { send packet to core component; continue; } Check NATtable for incoming match; } if (NATtable lookup failed) {

send packet to core component; continue; } Replace fields in packet headers; Perform ARP lookup and set the Ethernet source address and Ethernet destination address;

Pass packet to TXmicroblock; } }

Figure 25.6 The overall organization of the NAT microblock. Because it operates on parallel hardware, the microblock can be implemented as an infinite loop that polls until a packet is available.